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Purpose:  This notice seeks to alert all Approved Attorneys of Penn Attorneys/Ohio Bar Title Insurance Company 
relative to recent scams and phishing expeditions asking settlement agents for borrowers’ Non-Public Private 
Information (known as NPPI). 
 

Background:  Recently, there have been a number of reports of “Fraudsters” seeking personal information on 
consumers. Through the use of available information (probably through the monitoring of land records), the 
Fraudster determines that a consumer recently engaged in a loan transaction. The Fraudster then emails or 
telephones the settlement agent or title agent identified on the documents and, impersonating the borrower, asks 
for the post-closer handling the file. Fraudster then requests a copy of the loan application and other information 
from the file, stating various reasons which justify the immediate need for such information. The Fraudster then 
directs the post-closer to email the information/documentation to a specified email address. 
 
If the Fraudster were to successfully receive the requested information, the personal financial information of the 
borrower could be used to steal identities or commit other crimes. 
 

First American has received multiple incident reports regarding this scam in the past several days. Fortunately, 
the settlement agent or agency employees were able to determine that this was a scam, and prevented any NPPI 
from leaving the office into the Fraudster’s hands. 
 

Advisory:  It is important that settlement and title agents and their staff members safeguard all clients’ personal 
and financial information. NPPI included within settlement files on loan documents and/or other financial data 
should be kept safe from access by unauthorized parties and not provided to those unaffiliated with the 
transaction itself. It is recommended that settlement offices examine their procedures for the protection of NPPI, 
establish necessary protocols and educate all staff as to these protocols. The attempts described above 
demonstrate that individual agency employees are being targeted for coercion into releasing this data. 
 

 
 

NOTE: This Underwriting Communication is intended solely for the employees of Penn Attorneys/Ohio Bar Title 
Insurance Company and its Approved Attorneys, and is not to be distributed to third parties, and any reliance 
by any other person or entity is unauthorized. 

Under the Approved Attorney system, the scope of our relationship is limited to the functions of underwriting and the issuance 
of title insurance policies on your behalf and does not include closing or escrow services.  We sometimes provide information 
and recommendations with regard to your closing or escrow business as a courtesy to you.   Moreover, some communications, 
depending on whether noncompliance could impact on liability under our policies or closing protection letters, should be 
considered directives. This Advisory is being provided to you with those considerations in mind. 
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